You took the bait!

You clicked on a phishing simulation email.

Cyber criminals use compelling
email messages to trick you into
clicking a link, downloading an
attachment, or replying to an
email. Once you've reacted to
their message, they steal
sensitive information or install
malicious software on your
computer. Delete scam messages,
report them as spam in Gmail, or
report them to BC by forwarding

the message to phishing@bc.edu.

Hover over the red flags to see details:

From: IT <_"albc-college-unversity.odus
Reply-to: IT <t@bc-college-university.odus
Subject: Server Migration

Good morning Sarah,

We will be doing a server update/migration this evening for the new OAuth
sacurity authentication in Gmail. Nothing wil change for you visually ar

functionally, just added security and compliance on aur backend. *Please
wvardy that you are able fo login and have access to the new server prior io

the migration.

* hitps:/bc-college-university. edufloginoauthtestiv2 0

i you encounter any issues logging in please submit a support ticket with
IT 50 we do not migrate any issues along with the server this evening.

Thanks,
IT Department

Learn more about phishing simulation at BC: bec.edu/phishing
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